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CYBERSECURITY CERTIFICATE
(BUS)
Program Overview
Computer security is of vital importance today. Keeping business
data safe through information assurance, identifying and mediating
cybersecurity threats, and protecting personal information to ensure
individual privacy are highly relevant topics across a number of academic
disciplines.  Information about people and their activities are stored on
a variety of computer devices and current computing trends such as
mobile computing, the Internet of Things (IoT) and cloud computing have
increased the amount of information being captured and stored and, in
the process, increased the potential for this information to be accessed
by unauthorized parties.

For students currently in Rider's Information System major we also offer
a 12 credit Cybersecurity Certificate.

Curriculum Overview
This program will instruct students on identifying computer security
threats and how to mediate those threats.  The courses provide the
foundational knowledge needed to implement strategies to identify and
manage cybersecurity threats.  Students will be able to identify and
analyze cybersecurity risks and take action to mediate those risks. 
Mediation skills include the implementation of policies and procedures as
well as the ability to implement technical solutions to manage the risk of
cybersecurity threats.

Degree Offered
• Certificate in Cybersecurity

Contact:
Jia Shen, Ph.D.
Professor 
Department of Information Systems, Analytics and Supply Chain
Management
Sweigart Hall 369
(609) 895-5535
jiashen@rider.edu

Related Programs:
• Information Systems (http://catalog.rider.edu/undergraduate/

colleges-schools/business-administration/majors-minors-
certificates/information-systems/)

Cybersecurity Certificate Requirements
(12 credits)

Code Title Credits
Gateway Course:
CIS 185 Information Systems Essentials 1 3
Required Courses:
CIS 320 Cloud Computing Administration 3
CIS 230 Enterprise Security 3

CIS 377 Risk Management and Compliance for Information
Security

3

Total Credits 12

1 Non-BSBA students must take CIS 185 or an equivalent course prior to
taking other courses for the certificate.

Courses and Descriptions
CIS 185 Information Systems Essentials 3 Credits
This course will provide students with a conceptual understanding
and hands-on practice developing spreadsheets, creating effective
visualizations, and utilizing relational databases. Students will also be
expected to complete a project related to a current technology-related
topic. At the completion of this course students will be able to apply
the appropriate information systems technology tools (specifically
spreadsheets, visualization applications, and relational databases) to a
variety of problem solving activities.

CIS 230 Enterprise Security 3 Credits
This course introduces students to cybersecurity, the process of securing
computers and the information they store. Coverage includes security
attacks and attack prevention and mediation, security firewalls, PC and
server security, authentication methods and procedures, and network
security. Through lecture and hands-on labs students will learn how
computer systems can be attacked and how computer professionals can
manage the risks and potential damage from these attacks.

CIS 270 Computer Networking 3 Credits
This course provides an introduction to business data communications
and networking. The Internet and OSI models are discussed. Network
technologies include local area networks, backbone, wide area networks,
and the Internet. Introduction to network design, security, and network
management are also provided.
Prerequisite(s): CIS 185.

CIS 300 Programming with Java 3 Credits
Students will learn the basic concepts of object-oriented programming
as contrasted with traditionally structured programming and will develop
applications using the Java programming language.
Prerequisite(s): CIS 200.

CIS 309 Data Structures & Cmptr Archit 3 Credits
An introduction to linked lists, stacks, queues, trees, pointers, and sorting
and searching algorithms. Students will learn the technical details of data
storage and manipulation along with the concepts of program execution,
and will use tools such as hex-editors and debuggers.
Prerequisite(s): CIS 185 or permission of instructor.

CIS 319 Computer Forensics 3 Credits
Students will use computers to obtain and analyze evidence found on
storage devices such as those confiscated under warrant, and learn how
to trace digital activities. Criminal and investigative procedures will be
explored in depth.
Prerequisite(s): CIS 185.
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CIS 320 Cloud Computing Administration 3 Credits
Students will learn the process of creating or provisioning a cloud
computing environment. Content will include the provisioning of
operating system resources in a cloud environment, operating system
installation, configuration and maintenance. Virtualization, the process
of creating multiple operating system environments on a single piece of
hardware will be covered in some detail. Troubleshooting problems in the
virtualization environment and in the operating system environment will
also be covered. Hands-on labs will be used throughout. Both Windows
and Linux operating systems will be used.
Prerequisites: CIS 185.

CIS 330 Database Systems 3 Credits
This course involves the study of computer databases. Major topics
include relational databases, use of the structured query language (SQL)
to query relational databases, and design and maintenance of relational
databases.
Prerequisite(s): CIS 185.

CIS 360 Data Mining 3 Credits
This course deals with modern technologies for data analysis. Hands-
on exercises for data retrieval, data visualization and predictive analytics
will be carried out using up-to-date methodologies and software tools.
The full data mining life cycle will be covered from recognizing business
problems and opportunities amenable to data mining analysis through
deploying and monitoring solutions.
Prerequisite(s): CIS 185 with a minimum grade of D .

CIS 377 Risk Management and Compliance for Information Security 3
Credits
This course will use a holistic approach to examine the management of
information security risk in relation to the strategic goals of the business
organization. Students taking this course will learn to identify threats,
threat agents, potential exploits and the information assets which
will be impacted by those exploits. The risk management process will
specifically examine threat agents, and the amplifiers, catalysts, and
inhibitors to those threats. Using a process which assigns a weight
to various threats, and a comprehensive risk analysis model will be
developed.

CIS 385 Management Information Systems 3 Credits
This course will enhance students' digital dexterity and familiarity with
existing and emerging information technologies, emphasizing skills of
abstraction in relation to digital strategy and organizational change,
innovation, analytics, and ethics. This course will also provide hands-
on experience with at least one essential business technology. At the
completion of the course, students will have an understanding of the
business-related, policy, societal, and ethical implications associated with
modern information systems.
Prerequisite(s): CIS 185 and junior or senior standing.

HLS 202 The Political System - Theories/Theme 3 Credits
This course serves as a gateway to the subfields of comparative politics
and international relations. The concept of the political system helps
political scientists to organize political interrelations into patterns that
allow systematic selection and interpretation of information and the
study of processes and outcomes of politics in a variety of settings.
The course introduces students to the main brands of normative theory
prescribing the principles directing the operation of the political system,
to some of the most important methods used to compare political
systems and/or their components, and to the foremost approaches
utilized in the study of the relations between political systems and their
environments. Note: This course is cross-listed as POL 202. Students
may not get credit for both HLS 202 and POL 202.

HLS 203 Homeland Security 3 Credits
The course is designed to help students increase their knowledge and
understanding of homeland security policy. The course will consider why
and how homeland security problems impact the public agenda, why
some solutions are adopted and others rejected, and why some policies
appear to succeed while others appear to fail. The course will primarily
examine policy making at the national level in the United States, but will
also analyze examples at the state and local level, as well as placing U.S.
policy in a comparative perspective. Note: This course is cross-listed as
POL 203. Students may not get credit for both HLS 203 and POL 203.

HLS 341 Cybersecurity Policy: Hacktivism and Cyberviolence 3 Credits
Hactivism is a process designed to be “the creative use of computer
technology for the purposes of facilitating online protests, performing
civil disobedience in cyberspace.
Prerequisite(s): Completion or transfer of HLS 203 or HLS 204 or POL 100
or POL 102 or permission of instructor.

POL 351 Critical Views of Global Security 3 Credits
This course will examine the foundations of international security. It will
examine the concept of security from both the macro and micro level.
We will discuss a mix of security strategies (balance of power, alliances,
rearmament, collective security, deterrence), theoretical perspective on
security (Neorealism, Neoliberalism, Critical Theory, Copenhagen School),
great power and third world security, democratic and non-democratic
security, classic threats (changes in relative power, proliferation) and new
threats (environment, population movements, terrorism), and concepts
of security ranging from state survial, to societal security, to unit level-
variables such as Human Security. Note: This course is cross-listed as
HLS 351. Students may not get credit for both HLS 351 and POL 351.


